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[bookmark: _heading=h.qlih8yosr2vk]Benefits and Dangers of Social Media
[bookmark: _heading=h.9iluba3xw1qd]Teacher’s Guide

DANGERS OF SOCIAL MEDIA AS A NEWS SOURCE (1) 
[bookmark: _heading=h.dxq3vio85ztd]What is disinformation?
[bookmark: _heading=h.t58u9lfz3dck]Objectives
By the end of this section, students will be able to understand what disinformation is, distinguish between different types of disinformation, and understand how disinformation works.
[bookmark: _heading=h.dzvlmrq48l2r]Activity 1 – Introduction
Duration: 30 min
Resources: 
1. Video: Most Students Cannot Distinguish Fake and Real News
2. Article: Most Students Don’t Know When News Is Fake
3. Mentimeter or Kahoot
Links to online resources:
· https://www.youtube.com/watch?v=UYc-hd1QSwA
· https://www.wsj.com/articles/most-students-dont-know-when-news-is-fake-stanford-study-finds-1479752576)
Introduce the topic with a video or article and an open discussion. — Choose your resources according to your students’ level. Above you can find an example of each. 
You can also present open-ended questions with Mentimeter to engage students in the topic. Suggested open-ended questions: “Where do you get your news from?”, “Do you know any reliable sources?”, “What’s a fake news story?”, “Can you think of any examples?”, “Which topics do the examples relate to (e.g. identity, politics, money, social benefits, health, etc.)?”, “Where do we find 

fake news, in what form (videos, articles, posts, photos, etc.)?”, “How often do we encounter it?”, “Who creates it and why?”, “Why do people spread disinformation?”, “Do we know how to spot it?”, 
Alternatively, you can play a Kahoot game of True or Fake. 
[bookmark: _heading=h.2glbxhgrda4a]Activity 2- What is disinformation?
Duration: 45 min
Resources: 
1. Presentation: What is disinformation? (See Annex 4.2.1)
2. Video included in ppt: How to understand Misinformation, Disinformation, and Malinformation
3. Piece of recent news relevant for students
Links to online resources:
· https://youtu.be/HD5MmuLDeFE
First, show students the presentation with a video and examples that illustrate all three types of ‘information disorder’. Comment on the examples. 
Next, to better understand the differences between disinformation, misinformation, and malinformation, provide learners with a piece of recent news and ask them to turn it into a) misinformation, b) disinformation, c) malinformation. Let them work in groups and limit the time. In the end, let every group present their ‘news’ and receive feedback. Ask students to explain what they altered to make them fake. 
[bookmark: _heading=h.kf1k6wcbbizk]Activity 3 - Types of disinformation
Duration: 30 min
Resources: 
1. Presentation: Types of disinformation (See Annex 4.3.1)
Suggest the following categorisation of mis- and disinformation, show students a presentation with illustrations of these categories, and reflect as a group on how the news aim to make people feel and what could be the motives behind them.








[image: https://lh5.googleusercontent.com/kTiNH2r9KsEg5nTI0BChEGp4RbsONOufglN0qrcAWjyLYAxW3nXzz4grMwSd-gwZ0UWmyOsfzE505aNduNyfvUWms0kW1U86aKlvFXAchXZQEGlh9_zBJ1aIRuqpgSoKF-zPiF5t]
Source: 7 Categories of Information Disorder. Claire Wardle, 2017.
[bookmark: _heading=h.smysben8duy1]Activity 4 - How does disinformation work? (1)
Duration: 60 min
Resources:
1. Presentation: How does disinformation work? (See Annex 4.4.1)
This is a good moment to focus on the importance of emotional appeal to the success of disinformation. Show students the presentation. 

Now, invite students in small groups to find examples of each of the 7 categories and reflect on the types of emotions they think the examples are trying to evoke (fear, anger, repulsion, worry, pity, etc.) and the sort of reaction they think is most natural (e.g. the urge to talk about it, share it, comment on it, etc. — essentially, to contribute to the spread of disinformation).  Also, they should identify the topic. You can divide students into small groups and assign each group one category. They can compile all the examples on Padlet. 








[image: ] 

[bookmark: _heading=h.h2s33345ovrw]Activity 5 – How does disinformation work? (2) (Optional)
Duration: 60 min
Resources: 
1. Video: Can you outsmart a troll?
2. Article1: The diffusion of fake news (See Annex 4.5.1)
3. Article 2: Cover up, your confirmation bias is showing (See Annex 4.5.2)
4. Article 3: How confirmation bias works
5. Worksheet: Biased brains (See Annex 4.5.3)
Links to resources:
· https://youtu.be/Iu4OdhjnN4I
· https://www.verywellmind.com/what-is-a-confirmation-bias-2795024 
To study the subject in more depth, students can review in pairs two of the resources and take notes in the worksheet ‘Biased Brains’. Invite learners to share some of the key points of the articles and clarify any questions they might have.  
[bookmark: _heading=h.drl2vpnof084]

[bookmark: _heading=h.4pltjdg6as7r]
[bookmark: _heading=h.hguipdmrfqgm]Activity 6 - Why is such content created?
Duration: 30 min
Resources: 
1. Wardle’s 8Ps (cards with concepts and definitions) (See Annex 4.6.1)
2. Optional video: Who starts viral misinformation (actors considered: joker, scammer, politician, conspiracy theorists, insider; motives: laughs, clicks, money, power, answers) 
Links to resources:
· https://youtu.be/UAy6PI5UtSU     
If we are serious about developing solutions to these problems, we also need to think about who is creating these different types of content and why it is being created. Claire Wardle identifies eight Ps which help explain the different motivations behind the creation of misinformation. 
Give each pair of students a set of cards and ask them to match the concepts with their definitions. Then, go back to Padlet and ask students to identify the motives behind each fake news according to the 8 Ps. You can ask the group orally.
Alternatively, for a less demanding session, you can use the video included in Resources.
Activity 7 – Glossary
Duration: 45 min
Ask students to compile a glossary of terms related to disinformation. Then, start a debate around the concepts. For instance, discuss ‘propagation tools’ or students’ own ‘echo chambers’. 
You can also create a set of cards with the terms and definitions and ask students to match them up. 
Suggested concepts: echo chamber, confirmation bias, click baiting, homophily, filter bubble, cross posting, bot, troll, alternative facts, post-truth, fake news, spamming, algorithms, hoax, deepfake, deontological code (professional ethics), fact-checker, etc.


Activity 8 – Round-up activity
Duration: 15 min
Resources: 
1. Kahoot
Links to resources:
· https://create.kahoot.it/share/duplicate-of-media-literacy-fake-news/fbb2d7c4-47ec-47b9-8c9f-0f678ed7846f 
Students play a game of Kahoot to check their acquisition of the concepts in this first section.




DANGERS OF SOCIAL MEDIA AS A NEWS SOURCE (2) 
[bookmark: _heading=h.17nyq3ouzlxm]How to spot disinformation
[bookmark: _heading=h.v4d7wcqo9ls]Objectives
After having introduced the conceptual background of online disinformation strategies, this section will present the tools to debunk them and present methodologies to assess the reliability of a news source with concrete examples. 
Activity 9 – Introduction
Duration: 15 min
Ask students if they have ever forwarded a message, picture, meme without verifying if it was a fact or fake. It can be a good moment to refresh some of the concepts learnt in activity 7. Ask students to revise the definition of terms such as confirmation bias, fact-checking, or cross-posting.
Activity 10 - Is this fake or real? Find the clues to prove it

Duration: 60 min

Resources: 
1. Video 5 ways to spot fake news
2. Video Five ways to spot fake news
3. Video Helping Students Identify Fake News with the Five C's of Critical Consuming
4. Video  Spotting bogus claims
5. Infographic (See Annex 4.10.1)
6. Test to detect false news (See Annex 4.10.2)
7. Webpage Fakeout

Links to resources:
· https://youtu.be/g2AdkNH-kWA 
· https://youtu.be/y7eCB2F89K8 
· https://youtu.be/xf8mjbVRqao 
· https://youtu.be/Fm0LwscDYHs
· https://newsliteracy.ca/fakeout/
Show students the videos as an introduction. In small groups ask them to compile a list of tips. 
The infographic with eight simple steps will help students analyse the information they deal with every day and spot disinformation. Discuss the steps with the students. Hand students a copy of the test to detect false news. Make them practice with Fakeout (game and videos on news verification).

Then, analyse news that could be fake which students have received on their social media and go through the steps described in the infographic and the test to decide if the news is real or fake. Ask students to justify their responses. They should now be able to also detect if the purpose of the piece of news is information, advertising, entertainment, propaganda, opinion, or something else.
Inform students that there are also websites dedicated to fact-checking. They belong to media entities or trustworthy organisations. (Use also additional resources, which are specific to your country.) Here’s a list:
FACT-CHECKING SITES:
· PolitiFact.com: PolitiFact staffers research statements and rate their accuracy on the Truth-O-Meter, from True to False. The most ridiculous falsehoods get the lowest rating, Pants on Fire.
· FactCheck.org: This organization checks the factual accuracy of what is said by major U.S. political players in the form of TV ads, debates, speeches, interviews, and news releases.
· Snopes.com: This highly regarded rumour analysing site has been researching rumours since 1995.
· AllSides.com:  AllSides provides "balanced" reporting and gives the Left, Centre, and Right "spin" on current news and today's headlines.  
· Archive.org: Use their Wayback machine to consult sites that are no longer online or that have changed their versions.
Here are examples of fake news relevant to young people.
As a round-up, you can ask students to play the Bad News game.
Activity 11 - Tools to verify images
Duration: 45 min
Resources: 
1. Article: These Photos Show How Easy it is to Create ‘Fake News’ with Photography
2. Instructions: How to fact-check images with Google (See Annex 4.11.1)
Links to resources:
· https://petapixel.com/2020/05/04/these-photos-show-how-easy-it-is-to-create-fake-news-with-photography/
Show students the article as an introduction. Then, hand them the instructions on how to do a reverse image search with Google. 
Ask them to manipulate an image and write an article. Then, students present it to the class, explain what they did to the image and for what purpose. In the end, they show the real picture.


Round-up activity - What have you learnt about misinformation? 
Create a mind map or an infographic on the topic of misinformation. Connect the concepts you have learnt about fake news. Include real examples or your own fake news.
Duration: 30 min



BENEFITS OF SOCIAL MEDIA AS A NEWS SOURCE (1)  
[bookmark: _heading=h.w30py94emcmo]Non-profit experiences
[bookmark: _heading=h.cm1rmna0kdnp]Objectives
By the end of this section, students will be able to understand the opportunities raised by the Internet to pursue good causes and make social changes, be active citizens in society and have a positive role in society.
We want to raise awareness of the role people can have as active digital citizens to improve their immediate environment or the world! Social media allow young people to be influential.  We have the examples of Martha Payne, Greta Thunberg, Malala… Students will study successful examples of blogs, apps, Instagram stories in different subjects such as education, environment, bullying... 
Activity 1 - Do we know any young people who’ve had a positive impact? How did they manage?
Duration: 2 h
Resources: 
1. NeverSeconds 
2. Greta Thunberg’s Instagram
3. Malala’s Story
Links to resources:
· http://neverseconds.blogspot.com
· https://www.instagram.com/gretathunberg/?hl=en
· https://malala.org/malalas-story

Ask students to find more information on the Internet on Malala, Greta Thunberg, etc. Ask them to find out what they did, how, and the consequences of their actions. 
Reflect on their successes: Why do you think their campaigns were effective? How did they manage to make their stories believable and effective? (For example, they spoke honestly and objectively about their own experience.)
Ask students to find another example and share it with classmates. You can create a site with all the experiences classified according to the scope of influence (global, local) and the subject.



Activity 2- Create your own campaign (Extension)
Duration: 60 min
Think of a good cause and devise a campaign to foster it.  Think local. How can you improve your immediate environment? Which social media would you use? Which online actions would you take?




BENEFITS OF SOCIAL MEDIA AS A NEWS SOURCE (2)
[bookmark: _heading=h.uuz75ylspyjg]Profit experiences
[bookmark: _heading=h.493br5irzmji]Objectives
By the end of this section, students will be able to understand the opportunities raised by the Internet, understand how community groups can influence public opinion of a business, understand the power of individuals in establishing the reputation of a business, understand how local shops can take advantage of social media
[bookmark: _heading=h.v334g4sqzgg5]Contents
· Community groups in social media as sources of local news and collaboration, including adverts, buying, and selling.
· Active citizenship/encouraging a role in the community.
[bookmark: _heading=h.wtjtj8pw83ty]Index
Initial training and planning for the classroom:  
1.1. Reflection activity: (2h)[image: ]
1.1.1 What do we know about local trade?
1.1.2. Informative meeting
1.2. Research: Use of social media by local trade. (2h)
1.3. Planning activity: make a survey (2h)
Visiting local shops: Geocaching. (2h)
Summarize report: make a poster (2h)







1. Initial training:
Markets have existed for thousands of years in order to satisfy the necessity of the exchange of goods between people. From then on they are important meeting points for relationships, economic growth, and cultural exchange.
The world is changing due to globalization and great international companies are taking over the markets imposing their rules. 
The alternative for this meeting point, “small businesses”, to survive is to add value to the product, promote responsible consumption and create alliances with close customers. Social media plays an important role in spreading the message and creating cooperative links.
1.1. Reflection activity  (2h)
1.1.1. What do we know about local commerce? 
First of all, we want to know the class knowledge about local retailers by answering some questions to the GC. (note: possibility of an individual questionnaire).[image: ]
1) How many times have you been to a local shop?
2) How many local shops do you know? Say, at least three.
3) How do you usually go shopping: alone, with family or with friends? 
4) Do you use social media to obtain information about a shop?
5) Have you commented on social media after visiting it?
6) What are the reasons to buy in a local shop?

1.1.2. Informative meeting
Once we know the degree of knowledge of the local trade, we will deepen their knowledge with the help of traders who will tell us about the added value that they bring to the product.
Shop owners and Associations of local traders will join us to explain their community role, explain how they cooperate in sustainable consumption and how social media can help the business.
Giner House: Reus historic retail shop[image: ][image: ]





1.2. Research: Use of social media by local commerce. (2h)
We will get to know the city’s trade, its shops, and how personal treatment is achieved through social media. We will analyse the different channels that the small business uses to attract the customer to their business, and which ones they use the most.
[image: ]





Activity: 
Through a web search analyse small businesses (retail shops) in your city and their use of social media. Make a social media report of the different local city shops (one per student)
Note: Local shop web association or/and Google Maps “city” shops help in your search. 
[image: Gràfic]














1.3. Planning activity: make a survey (2h):
Objective: to know the impact that social media has on local commerce.  For it, we will visit some local shops to obtain information about them, their owners and the people who visit them, the customers. We want to know two points of view, the business owner who sells the product and the buyer who buys it and for this, we prepare two different surveys.
[bookmark: _heading=h.gjdgxs]1.3.1. Customers survey
Activity: It consists of creating a survey addressed to the customers. We want to know the habits and their use of social media in relation to local trade.
To do this, you can create one survey for the group (you can use the one I’ve created for the occasion  “Survey Example”, but you must make a copy and modify it to your needs). 
1.3.2. Owners survey
Based on the previous survey, you will have to prepare a series of questions, but now they must be addressed to the owner of a store. Think that the answers will be different and the purpose is to know their experience on the use of social media.
The information you collect will be used to carry out the final creation.
[image: ]







2. Visit local shops:  Geocaching (2h)
Now it's time to start the action. We are going to visit the local trade. We’re going all together to the centre of a city with the surveys prepared for the previous task.
This is about getting information from stores and customers that you will meet on the way of a scheduled tour and we will take the opportunity to see the most emblematic local business through a programmed route, where you will have to discover a series of clues to obtain the final key.
This multi-cache will take you to visit 7 emblematic retail shops (one per group) in order to obtain the coordinates of the final stage, where you will find the physical cache where you can register your finding. : Example of Geocaching 
Collect the following information during your visit: 
· Location data.
· Photos of the place, what they do, products...
· Get information about questions you prepared in the previous challenge[image: ]









Links :
Llorens, Alba Escolà. “Inici.” Comerç i escola, Alba Escolà Llorens Https://Ajuntament.barcelona.cat/Comerciescoles/Wp-Content/Uploads/2017/05/logo_240.Jpg  7 May 2021, ajuntament.barcelona.cat/comerciescoles/ 
“Ruta Dels Emblemàtics Mapa.” Ruta Dels Emblemàtics De Barcelona, rutadelsemblematics.cat/



“Rules to keep in mind” during the visit:
	You need to respect everyone and try not to disturb anyone while visiting the shop!

	You need to check if there are people in the shop. If so, you need to ask for a walk and wait peacefully.

	You need to take pictures of everything that might be interesting and helpful to illustrate the information you are collecting.

	You must ask permission to take photographs of the people in the shop, after explaining who you are and what the reason for your visit is.

	When it is your turn you will have to introduce yourself, say which centre you come from and explain what your job is.

	You need to talk to everyone with respect.

	Go around the city with the whole group and don't separate. You should NOT run
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3. Summarize report: (one per group) 2h
Join all the information in a report (open size: ppt, Prezi, video...) where your group collects the experiences and the images taken during the visit.
The goal is to analyse the relationship between local businesses and social media. For this, you have obtained the information on the owner, the quality of the service given in the shop, customers’ opinions, online search, and others’ opinions. 

Create a presentation to summarize all the information (research, images, statistics, conclusions…) about your local shop experience and its relationship with social networks.
Share it with the rest of your classmates.
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FURTHER RESOURCES
https://openyoureyes.info/en 
https://www.educac.cat/ 
https://en.unesco.org/sites/default/files/f._jfnd_handbook_module_2.pdf 
https://www.ifla.org/publications/node/11174 
https://www.educac.cat/families/fake-news-how-can-we-detect-it 
https://researchguides.austincc.edu/c.php?g=612891&p=4258050 
https://www.fake-off.eu/wp-content/uploads/2019/05/FAKE-OFF-Didactic-Concept-EN_FINAL.pdf 
https://www.commonsense.org/education/digital-citizenship 
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