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Annex 3.A. Material for Teachers
Here you’ll find basic information for you to read before starting this module. We’ll hope it will be useful for you!

Introduction
Hello! We are very pleased to have you here and to deepen our knowledge and understanding of why social media is so attractive to a young person. For this module to be effective it is important that educators have real knowledge how social media works in general. Therefore, our team is delighted to present material for teachers packed with social media dictionary, research, and key characteristics of dangers that are influencing a whole generation. 



[bookmark: _gjdgxs]Definitions

Beauty algorithm – algorithm, which measures attractiveness, by analyzing points on the user’s face.
Boards – a function of Pinterest which allows users to pin, share and discuss content around specific topics.
CAPTCHA – Completely Automated Public Turing test to tell Computers and Humans Apart.
Challenges – one of the biggest trends on TikTok. 
DM – direct message, which refers to a message sent between two users. Mostly used on Twitter and Instagram (Instagram Direct). 
Downvote – is an action that a user can take on the Reddit website that is used to signal disapproval or try to downgrade a post and its content.
Emoji reactions – an extension of the Like Button to give people more ways to share their reactions. The reactions include Like, Love, Care, Haha, Wow, Sad and Angry. 
Filter  - a feature that lets users add certain effects on the selfie or video. 
FYP – acronym, standing for “For You Page” which refers to the page a person is shown that TikTok fills with videos.
Follower – someone who has subscribed to an account in order to receive all the updates. Getting followers is one of the main goals on social media. 
Follower request - a request for access to private users’ private profiles. 
Google account – is a user account that is required for access, authentication and authorization to certain online Google services.
Hashtag – a word or phrase by a hash sign (#), used on social media websites and applications, especially Twitter, to identify digital content on a specific topic. 
IGTV video – feature, which allows Instagram users to create channels where they can upload videos between 15 seconds and 10 minutes long. 
Youtuber – a person who uploads, produces or appears in videos on the website YouTube.
Like button – option, which allows users to express that they like, enjoy or support certain content. 
Nude – a picture or video of a person who is not wearing any clothes. 
Pin - a saved photo, video, or a product that is used by Pinterest users.  
PM – private message, which is not visible to the public and includes DMs as well. 
Red flag feeling - a term to describe an emotion when your impulse is sensing danger. 
Reels – feature, which allows people to create short-form videos that can be shared with friends and followers and discovered while browsing the app. 
Response videos - a feature of TikTok that lets users answer various questions with a video.
Retweet – a reposted or forwarded message on Twitter.
Server – is a collection of persistent chat rooms and voice chat channels on Discord. 
Sext – a sexually explicit message or image sent by cell phone.
Sexting - sending, receiving, or forwarding sexually explicit messages, photographs, or videos by cell phone.
Snap – Snapchat video or photo, which was created with Snapchat.
Snapstreaks – feature, which counts how many consecutive days two people have been sending snaps to each other. Every day they send a snap their streak gets longer.
Social media algorithm – a set of rules that the social media platform creates behind the scenes to shape the user’s experience.
Stories – a collection of images and short videos, with optional overlays and effects, that a user can add to over time, but which disappears after 24 hours. 
Subreddit – a forum dedicated to a specific topic on the website Reddit. 
Tweets – a short message from someone on the Twitter website.
Upvote – is an action that a user can take on the Reddit website that is used to signal approval or try to upgrade a post and its content.
URL – the address of a web page.
Vlogging – the activity or practice of posting short videos to or maintaining a vlog. 


1. [bookmark: _30j0zll] What is social media?  
	It's important to recognize social media's concept whilst analyzing its threats and impact on children. The “social” part refers to a connection with other people by sharing and receiving information. The “media” relates to communication channels, like the internet. So, for that reason, social media can be described as web-based communication tools that enable people to interact with each other by sharing and consuming information. Or to put it in other words, it's the side of the internet where social interaction occurs. 
	Social media have at least six different categories, such as social networks, media sharing, discussion, bookmarking and content curation sites, “sharing economy” sites and anonymous social networks. Knowing about these different categories, and understanding why children use them, can help educators prevent and solve the issues they can sometimes create. 
1. Facebook
With over 2.8 billion monthly active users, this social network is one of the most popular platforms in the world. On Facebook, it is possible to post statuses, pictures, make comments, plan events, join groups, communicate with friends and strangers, post personal information, follow various pages, etc. It is important to understand that on this platform people can share content in varying places, such as their own personal profile or on other people’s profiles, groups or pages. When users need to send a private message, they use Facebook Messenger, which is a free mobile messaging app used for instant messaging. Also, Facebook has a feed, where people can see recent posts of other users. What kind of information is seen, depends on the algorithm. Network provides animated “emoji” reactions to posts, such as like, love, haha, wow, sad, angry, care. The Facebook profile is where the user's name, photo, hometown, workplace, education, hobbies, relationship status is discovered. This information can be set as private, public or only seen by friends. Facebook’s friend system requires you to send friend requests and wait for acceptance, before starting communicating. A very popular feature is Facebook stories, which lets users connect with each other even more. Last but not least is the notification section, which informs users when other users engage with their posts, profile, or stuff that is less important. 

1. 1. TikTok
This platform's main audience is young people, which lead to it being the most downloaded app in July 2020. The media sharing platform allows users to make and share short videos, in which they record themselves dancing and fooling around to a music or a spoken-word audio (each is 3- to 60- seconds - long). TikTok offers all sorts of tools: filters, effects, and various sounds. An important feature are hashtags, which make challenges, jokes, and other repeating formats more visible and trendier. When users open this app, videos start playing immediately, because of the “For You Page” (#fyp), which is the main page, accessible to all users with or without their account. Having an account is a privilege which can be used to create videos, to interact with other users. Important things are that all profiles can get followers, and their videos get likes and comments. Although Tik Tok officially denies it, users have noticed certain criteria that they have to fulfill correlating the beauty standard. To become “TikTok” famous it is not only important to post interesting content, but also to fit into a beauty algorithm, which ranks beauty by various criteria: no acne scars, smaller/slimmer face, big eyes, small nose, even matching skin. Never-ending stream of videos makes TikTok so unique and addictive. 
1. 2. Instagram
A media sharing platform where users post various content like photos and video, which includes their daily activities. Every Instagram profile could be set as private or public and can gain followers. Notification feature allows users to choose which information they want to get. Everyone can adjust notifications to “Off”, “From People I Follow”, or “From Everyone” for various categories: follower requests, likes and comments on photos, Instagram direct, first posts and stories, live videos, IGTV video updates, reels, etc. There are a lot of trends on this platform, such as comparing one’s physical appearance with that of others, fake “body positivity” videos and so on (hashtags and algorithms play a massive role in these kinds of things). Influencers are another phenomenon that was popularized on this platform. They often are caught with altered pictures, which convey unrealistic body standards. That’s why Instagram is one of the biggest judges considering body image because it allows people to share false information as true.
1. 3. Snapchat
This mobile application provides a time-limited instant messaging service. Snapchat allows users to send video, photos, gifs, voice and text messages to selected friends, or to put on the stories that can be viewed for 24 hours. Everything that is sent via snapchat is referred to as “snaps” and once the receiver opens a message it can be viewed from 1 second to an unlimited time period. Snapchat allows users to send snaps straight from the camera roll or phone camera. Platform motivates users to send snaps by snapstreaks and scores. “Bitmoji” avatar is another feature, designed to keep you longer on the app. It consists of creating an avatar, whose appearance mimics only the user controls. Also, users can choose who can view their location: it can be set as “Only Me”, “My Friends”, “My Friends, Except...”, “Only These Friends…” on Snap Map. If you choose to make your location public, anybody can discover where the user can be at any given time. It is important to disclose that a lot of teenagers’ use snapchat to send “sexts” or other sensitive information. 

1. 4. Discord
Discord is described as a free voice, video, and text chat app that’s used by people (13+ age) to talk and hang out with groups and friends. This platform was at first targeted only at gamers, but now it’s a place for almost everything. On discord, every user can create an invite-only home for chosen people called servers. The server is made up of text and voice channels, where people can talk, start a video call, share their screen, see what their friends are up to and etc. Users can send and accept friend requests and participate in every private server they want, customize their privacy settings. For now, there is no parental control feature, so younger people have a lot of freedom here. 
1. 5. Reddit
This discussion forum is a unique platform for sharing various content with other people. It’s different because Reddit is organized in communities, called “subreddits”, that share a common topic and a specific set of rules.  Inside each subreddit user can post, comment, upvote or downvote (each post is associated to a score, which is the number of upvotes minus the number of downvotes it has received), award posts, an action that results in spending money on things that are not necessarily that important. Reddit is considered not safe for kids, because of the content on subreddits: porn, rape, murder and similar topics. 
1. 6. YouTube
YouTube has 2.3 billion users worldwide and is designed for sharing videos, which can be very large and often too big to share in other media. There are two ways to use this media: as a viewer or as a creator.  To create a YouTube channel, people need to have a Google account, but for only watching it is not required to be registered at all. Users can comment, like, dislike, create playlists, watch creator stories, save videos for later, share each video by sending a URL as a link and so on. YouTube has a “YouTube Kids” feature which gives a little bit of control: allows setting a time limit, lets parents to control what their children can view. This platform separates the adult material from the kid stuff, but there are still a lot of dangers (numerous videos on YouTube Kids showing abuse to female characters, suicides, school shooting, sexual content). With the principle “Everyone deserves to have a voice” this platform made “vlogging” the third top dream career choice for boys. Also, there are other ways to earn money as a Youtuber: become a YouTube partner, create sponsored content, etc. With so much various content on this platform, it’s important to understand that not all videos are appropriate for kids (due to profanity, sexual content etc). 
1. 7. Twitter
A platform that acts like a microblogging system, which allows users to send and receive short posts called “tweets”. To make and post it, twitter requires you to have an account, otherwise only reading is permissible. The profile is where name, photos and other personal information is shown. To finish registration, every user needs to follow at least 10 profiles and 3 topics. Likes and comments are also one of the ways to express yourself on this network. Every user can customize notifications for follow, like, reply, retweet, DM, crisis and emergencies, etc. Understanding that Twitter is a public platform, there are a lot of dangers: cyberbullying, grooming, exposure to sensitive content, and so on. 
1. 8. Pinterest
Pinterest is described as an image sharing and social media service designed to enable saving and discovery of information on the internet. Other than that, this platform is referred to as a pinboard where every user can pin as many things as they want. Pinterest can perform every standard social media function such as liking, commenting, sharing content, following friends and strangers. Also, the most popular thing is boards, where users can save, collect and organize pins. Availability of pornographic images, inappropriate content can be harmful for most children. 


2. [bookmark: _1fob9te]The Psychology of Social Media.
2. 1. [bookmark: _3znysh7]Motivation to post
Researchers found a couple of reasons why humans are so motivated to share their life on social media. One of them is that people sometimes share information in order to benefit the health of others. Examples such as posting about charities or information about people in their close environment that need immediate attention. Also, when people choose to post material stuff on their media it is because of the importance to feel physical, mental and financial security. Furthermore, self-actualization plays an important role in motivation to post. It refers to the person’s desire for self-fulfillment, which can be achieved by posting a different kind of success such as graduating from school, finding a successful relationship, having a perfect selfie, etc. Last, but not least is the social reward system which makes social media more problematic and addictive.
2. 2. [bookmark: _2et92p0]Reward system
People normally imply that a reward received today is worth more than the same reward received later. For that reason, social media, with its quick and easy reward system, has become so compelling for all users. Getting likes, comments or messages are truly rewarding (it stimulates the brain to release dopamine) – they evoke feelings of happiness and satisfaction due to the social life which although happens virtually, mimics the communication happening in the face-to-face interactions. However, all these feelings are temporary and once they initial short-lived time decreases, people look for more. Users start checking their phones for notifications and updates at regular intervals for something that could be rewarding. That is one of the reasons why kids use social media platforms six to nine hours a day. This can be compared to other forms of addictive behavior such as gambling. 
2. 3. [bookmark: _tyjcwt]The “cuddle hormone”
Oxytocin is described as a powerful hormone that acts as a neurotransmitter in the brain. It regulates social interaction and sexual reproduction, playing a role in behaviors from maternal-infant bonding to empathy, generosity, and orgasm. Oxytocin is released when people are kissing, hugging or just scrolling through social media. In this way social media can often limit face-to-face interactions, can make people feel unloved, or even force them into self-isolation. Even if people decide to delete their accounts it can lead to stress due to lack of oxytocin; individuals return to old habits. 
2. 4. [bookmark: _3dy6vkm]Ideal Self-Image
Photo and video sharing, story updates are few examples of constructing and expressing the ideal self on social media. Understanding that humans need to have approval from others about their appearance, social media is a great place to become popular with only attractive pictures and videos. These popular people on social platforms impact how others view their own appearance and this encourages them to see bodies like objects. It is important to mention that people were not evolved to seek approval of 100 other people every 5 minutes. Unfortunately, content where people have adjusted their appearance and are advertising a false narrative is more popularly consumed. Even if there is a more realistic narrative, (for example, it’s okay to have some fat on your stomach), large audiences are disagreeing and bullying those content creators who publish that. People rely on technologies to do their everyday jobs, including getting dressed, eating properly, and diet culture, which is also affecting perceived body image and differentiating what’s normal pertaining to the human body and what is not. 
[bookmark: _ot3ohj7lrqrp]2.5. ADHD
Children with attention deficit hyperactivity disorder (ADHD) often experience difficulties in completing tasks that require a long attention span. Social media suggests a couple of features that may be not only very attractive to that type of people but also can increase their ADHD-symptoms over time. Also, it’s crucial to mention that it can affect completely healthy people and cause symptoms after one year of constant usage of social media. How does it work? Quick rewards and profile checks, multiple conversations at one time and even a bright screen on your smartphone all have an impact. 
[bookmark: _khrm26pblqd4]2.6. Social media addiction
Time distortion is a separation between actual and perceived time intervals which can help classify people into addiction and no-addiction groups. When the recent social media usage is perceived as distant past, it motivates people to use it more often. By that time people start to experience addiction-like symptoms, such as changes in mood, personality or behavior, anxiety, difficulty with concentration, etc. Although there are still many conversations about the proper terminology (like addiction, disorder, problematic use), it is important to recognize this behavior before it impacts child wellbeing and academic performance. 




[bookmark: _w6kue3bp5jq2]

[bookmark: _ui1qi4u4bckt]3. How to recognize social media addiction?
After reading about how social media affects the human body, it really should be unsurprising that it becomes an addiction. Defining it is tricky because everyone’s experience is unique and for that reason, it is not classified as a medical condition yet. Although researchers describe it as a behavioral addiction, when a person is being overly concerned about social media and devoting so much time and effort to it, it impairs other important life areas such as relationships, career, psychical body, etc.
If you’re worried about a pupil who you think may be addicted to social media, “Addiction Center” owned by Recovery Worldwide offers to ask six questions: 
· Do you spend a lot of time thinking about social media or planning to use social media?
· Do you feel the urge to use social media more and more?
· Do you use social media to forget about personal problems?
· Do you often try to reduce the use of social media without success?
· Do you become restless or troubled if you are unable to use social media?
· Do you use social media so much that it has had a negative impact on your learning?
If a kid or youngster answered “yes” to more than three of these questions, then he/she may have or be developing a social media addiction.
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