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Benefits and Dangers of Social Media: Scheme of Work

	SUGGESTED STRUCTURE FOR EACH TOPIC 

	Section
	Suggestion for content

	1. Introduction into topic

	A short text presenting an overview of the whole topic and summarising the learning objectives for the students

	2. Topic content


	Topic content will be presented in two parts: 
· Short summary of the introduced point / learning objective / definitions (imagine what you would put on a slide)
· Explanation to go deeper (imagine how you would comment on the slide to explain and add information / examples / illustrations)

	3. Practical activities and tasks


	Activities to try out the point or to understand it better.
Depending on the topic: face-to-face activity / role play / scenario / reflection / self-assessment / handouts / facilitator’s notes … a task that could be downloaded in PDF and used in a training session

	4. Further self-study resources


	Reference to texts / links / videos / online courses 
There might be links for teachers and links for students




The scheme of work provides guidance to teachers on both content and suggestions for delivery. It can include:
· Resources to use with young people in class as part of different subjects
· Resources to use with young people in extra-curricular activities
· Online educational activities for young people to raise awareness of social media related issues
· Activities can include a starter, main task and reflection
· Examples of delivery methods: presentations / student research / raising awareness / practice / scenarios/ discussion / role play / online tools for delivering content (Jamboard...) StoryboardThat to create illustration stories…

	TOPIC 5 – Online Safety and School Policy 


	INTRODUCTION TO TOPIC

Students will think about why there is a need to stay safe online in general (recapping on previous modules to deepen their learning) before exploring the law in relation to social media and the internet. They will establish the principles to staying safe online in general, arming themselves with practical things they can do to keep themselves and others safe. 

Students will then look at a school’s statutory safeguarding duty and understand why schools need to have an e-safety policy.  Students will work to develop their own school e-safety policy, thinking about how they would teach this information to others and then considering the needs of younger learners. Finally, they will look to the future and predict safety precautions that will need to be taken as the internet develops. 



	1.1 Understanding the law regarding internet and social media use
Objectives and Learning Outcomes / Summary of point


	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. Ascertain students’ current knowledge of the law and introduce learning objective and outcomes




2. Recap on why the internet poses dangers - persuasive design, criminal psychology, technology opportunities (e.g. Deepfake tech)





3. Establishing the Law  - copyright, piracy, intellectual property,  privacy, defamation, hate crimes. abuse



4. Differentiating between ethical and legal issues (e.g. libel, slander, racism, homophobia, injunction, trolling).




5. Plenary 



6. Extension/home learning 


	1. Students match the description of a crime to its name. 
Present learning objective and outcomes with words missing for students to ‘gap-fill’ to ensure engagement.  8 mins

2. 3 short case study examples of crimes.. Students read and discuss which they think is the worst, justifying their choice. Students consider what motivates the crime and what functionality makes the crime possible. Answers revealed. Students reflect. 15 mins

3. Students read an article about the new laws due to be passed regarding social media and then work in groups to answer a series of comprehension questions. 25 mins

4. Look at the difference between a hate crime and a hate incident on social media, linking to the concept of free speech. Discuss what motivates either and how the internet facilitates it.  10 mins

5. Write down the 3 most important things you have learnt today on a sticky note or use an interactive poll (e.g Kahoot, Jamboard). 2 mins

6. Independent research to answer:
- How does the law differ in China?
- How does the law differ in a European country of your choice. 
	PowerPoint /Slide






Case study hand out/pdf






‘The Law’ and questions hand out/pdf



PowerPoint slides





Sticky notes or poll

	1.2 How to protect your online presence
Objectives and Learning Outcomes / Summary of point



	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. Establish the reason for today’s lesson.




2. What do students currently do to protect their online presence?


3. Detailed information on ways to protect online presence.



4. Look at the psychological as well practical implications of your digital footprint.


5. Plenary 

	1. Students discuss why we need to even have a lesson called ‘protecting your online presence’ – linking back to what they have learned to date. Picture clue prompt if needed. 5 mins

2. A version of bingo where the teacher calls out protection methods and students tick off on their grid. 5 mins

3. Reading exercise to deepen knowledge.  25 mins



4. Watch the Michelle Pledger spoken word TEDex video and pull out key messages about digital footprint


5. Signposting activity – where can you go for help when your online presence has been compromised?
	Picture clue slide




‘bingo’ grid




article



LINK in PowerPoint


	1.3 Digital resilience
Objectives and Learning Outcomes / Summary of point



	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. While social media and the internet have many benefits, we know they also enable criminal activity to take place. However, there are some dangers that are not classed as ‘illegal’.

2. How to build ‘Digital resilience’.





3. Why is social media potentially so addictive?



4. Debate: should parents be able to limit the amount of time under 16s spend on social media?





5. Plenary 





	1. Picture clues to see if students can identify other dangers (e.g. addiction, validation, self-esteem, self-harm, fake news, hate speech etc). 5 mins 

2. Look at the video which has been created for parents to help their children build digital resilience. Do you agree with the advice? What do you think the video should have said? Draw up your own set of advice.  20 mins

3. Look at the neuro-science of gratification and validation. Comprehension questions to check understanding. 15 mins

4. Split students into groups of four, and each four then into two pairs. Pairs designated as A or B. They argue for the side of the debate they are given. Then swap sides. Teacher draws out list of for and against onto the board. Students vote.  15 mins


5. Self-reflection survey – students complete a short survey that prompts them to reflect on their own social media and internet usage and the reasons why they use it in the way they do. 5 mins
	PowerPoint slide






LINK in PowerPoint




Hand out 











Survey handout 

	1.4 Understanding why schools need an e-safety policy
Objectives and Learning Outcomes / Summary of point




	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. Examination of schools’ safeguarding duty 





2. Developing understanding of an e-safety policy.






3. Worst case scenarios 


4. Plenary 
	Read the statements about e-safety guidance and discuss.





Read the example policy and answer the questions. 

 





What could happen at a school with no e-safety policy? Students brainstorm worst case scenarios. 10 mins 


Write the opening paragraph of a letter from the leader to parents outlining why the school has an e-safety policy. 10 mins
	PowerPoint slides






online-safety-policy-statement-example.pdf






PowerPoint slide 7



PowerPoint slide 8

	1.5 Teaching younger children about e-safety. What are the most important things you would teach them and how would you teach it?
Objectives and Learning Outcomes / Summary of point

	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. To think about age appropriacy 


2. Students become the teachers 





3. Plenary 
	Students discuss the age at which they think children should be explicitly taught about social media and why. 5 mins 

Working in small groups students design and create a lesson about a sub-topic of their choice to teach to a class of 10-year-olds. They will present their idea to the class and rationalise their choices. 35 mins

Presentation of idea. 15 mins 

Students vote for the group whose teaching ideas they liked the best and say why. 2 mins



	PowerPoint slides

	1.6 Looking to the future of the internet and social media – what safety precautions do you think we’ll need to take in next 20 years?
Objectives and Learning Outcomes / Summary of point  



	Detailed explanation / learning content
↓
	Activities + duration for each activity
↓
	Activity resources
↓

	1. Iterative test 




2. Examine some of the up-and-coming social media/internet technologies. 



3. Creative exploration of the future of social media/internet



4. Dangers over time 
	1. MCQs and open questions to recap on whole topic. Self-assess, identifying areas they need to improve knowledge. 15 mins

2. Start by looking at platforms that were once big but now hardly used; then examine current most used platforms. What predictions do students have about how social media may evolve? 25 mins

3. In small groups students come up with an app, service, platform or game they think could be a big hit in the future. 10 mins

4. Reflection – do you think the dangers will decrease or increase over time (with justified answers). 5 mins
	PowerPoint slides





History of Social Media article
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