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Annex 3.5.1. Teacher guide. Lesson Plan
Here you’ll find detailed information for each slide (the slides see Annex 3.5.1.A. Practical information and conclusion):
1. Introduction to the module. Teacher/trainer introduces the goals of this module (slide 2).
 Note. This topic is very delicate and can be awkward for children. For that reason, this module requires a supportive and non-threatening environment. The kinds of situations that are going to be introduced, unfortunately, are a huge part of children's life. So, help them to navigate, avoid and deal with them.

2. Teacher/trainer shows the video:  Euphoria. Demonstration 2.mp4[footnoteRef:1] (See Annex 3.5.1.2. Euphoria. Demonstration 2) (slide 3). By viewing the short clip, children can observe and understand various emotions emitted from themselves or others. Also, it can help to imagine how it could be handled before and after sending a picture. [1:  © 2019, Only Sydney, YouTube] 

Let learners share their thoughts on the following questions:
· What do you think each person in this situation is feeling?
· What can a girl do in this kind of situation?
· What can a boy do in this kind of situation?

Note. Explain that this video shows an example of a very harmful kind of online chatting called sexting, which is sending, receiving, or forwarding sexually explicit messages, photographs, or videos. Also, it is important to point out and confirm that there is always the way out. 

3. Getting to know what red flag feelings are (slide 4). Teacher/trainer explains that feelings, which a girl felt before sending a picture can be called red flag feelings. It is a term to describe anxiety and anticipation when something might be wrong. To learn and understand which of these red flags kids should look out for, the teacher/presenter will analyze 2 risky situations in the following slides.
4. Teacher/trainer talks about the most common red flags, which can help to recognize a scam (slide 5).
Getting to know how to recognize scams can be very important and useful for children’s critical thinking development. For that reason, the teacher/presenter shows scammers’ messages and discusses how to avoid them.
Note. While the teacher/presenter is staying on the profile picture topic, they can teach the children how to verify pictures; whether they are those persons, who uploaded them. See Annex 3.5.1.4. How to check profile picture.
5. Teacher/trainer introduces the list of things to consider before sending or asking for a nude (slide 6). If even one sentence happens to have “no” as an answer, that may be enough for considering all “nude” ideas.  
Note.  Speaking of sending nudes, it’s essential to talk not only about those youngsters, who are sending them but also about those who are being asked for indecent pictures. That will be covered in this part, where children are taught to protect themselves and others.


6. Discussion time (slide 7). Teacher/trainer calls on learners to share their thoughts on the following questions:
· Why might these situations be hard and challenging for people?
· Why is it important to understand red flags?
It is important to explain that sometimes we don’t recognize red flags and make regretful decisions. It is absolutely ok and for these kinds of cases, there is always an answer.
Note. If learners seem a little shy, allow them a couple of minutes to add their answers to their notes. It is important to them to express their thoughts in any form.

7. Teacher/trainer introduces www.inhope.org, which is a global network of 46 member hotlines where everyone can report any content which is upsetting and disturbing to a person (slide 8).
Say: The internet is introducing a range of support for kids who may have bad experiences on social media. There is one way to remain anonymous, through the INHOPE site.
Note. How to use it? You spotted upsetting content on the internet -> Select your location to be forwarded to your hotline -> Report the content.
8. Teacher/trainer introduces Report inappropriate images or videos posted without your consent - Blogger Help (slide 9). 
This form enables you to request that sharing of these images and videos be restricted on Google products (Blogger, Drive, Google+, Groups, Photos, Sites, Classroom).
9. Teacher/trainer encourages kids to not be afraid and seek help through local resources (slide 10). 
Note. In this part, it is important to introduce learners to local resources and support. 
10. Reflection. Reflection could include the following questions:
· How do you feel? What are your thoughts about this lesson? Are they mostly positive or negative?
· What was new for you?
· What was the most important thing you learned personally?
· How do you feel about this kind of information and is it going to be useful in real-world situations? How will you use what you have learned in the future?
· What can be done differently?
Check-out method: 
This method is recommended to be the last of each meeting (as check-in – the first of each meeting) in all cases - for it was lesson length or day long meeting with the students.
The teacher / trainer lays out the deck of cards (e.g. various pictures, dixit cards) on the ground and tells everybody to take one card that reflects their mood today. It is suggested to lay the cards in the middle of the circle, so that everybody can see them and pick whichever they like. When everybody is ready with the card and back to their chairs, the teacher / trainer says that we’re going to have a circle check-out one by one: first the person reminds his/ her name, then shows the card and tells more about his /her mood today and then tells his / her findings of this day / lesson. Whoever wants to start or the teacher / trainer starts himself / herself. The teacher / trainer says sentences summarizing the sharings, e.g. about the mood, about the findings. (The duration of activity depends on the number of participants. 3-5 minutes introduction, about 1 minute for participants to talk, summarizing 1-2 minutes).

Benefits and Dangers of Social Media
Erasmus+ project ID number: 2020-1-UK01-KA201-078830
The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.
image1.png
(Co-funded by the
Erasmus+ Programme.
of the European Union




image2.png




image10.png




